Scenario 26: Export
licensing of intrusion

tools

Two different
States licensed
exports of
intrusion tools
and related items
to a third State.
That State then
used it to spy on
human rights
defenders,
lawyers,
journalists,
activists,
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opposition politicians, and dissidents. While one of the licensing
States is a member of the Wassenaar Arrangement, the other is not

but had declared to follow it unilaterally. The legal analysis considers

the attribution of the relevant acts and omissions by the States and
examines possible breaches of international export control law and

international human rights law.
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Scenario

Keywords

Complicity, due diligence, international export control law,
international human rights law, surveillance, unilateral declarations

Facts

[F1] Private technology firms incorporated in States A and B
develop smartphone intrusion tools and sell those tools to foreign
governments. The tools can be installed silently on smartphones of
specific target persons. The intrusion happens without the affected
person’s knowledge, using so-called zero-touch zero-day
vulnerabilities. After successful intrusion, the tools can be used to
access and copy the smartphone’s data, communications, and
photos and turn on the microphone, camera, and GPS tracking. In
addition, they can be used to detect with whom the target person has
met.

[F2] The domestic laws of States A and B required a prior export
licence for the export of such tools and related items. Accordingly,
the export control agencies of States A and B licensed each export
of the tool to State C’s government, as well as each export of related



items (incident 1). Within the licensing process, domestic law
required the agencies to assess the human rights risks associated
with such exports, which they did.

[F3] Once licensed, the firms transferred the tools and related items
to State C’s government (incident 2).

[F4] The law enforcement and security agencies of State C used the
tool not only to fight crime and terrorism but also to domestically spy
on human rights defenders, lawyers, journalists, activists, opposition
politicians, and dissidents (incident 3). This was revealed by an
investigative research project conducted by multiple news outlets
and NGOs.

[F5] After the export control agencies in States A and B became
aware of these facts, they immediately revoked all export licences for
the tools and related items to State C.

[F6] States A, B, and C are United Nations member States and
parties to the International Covenant on Civil and Political Rights
(ICCPR). Moreover, State A is a participating State in the Wassenaar
Arrangement (WA) and incorporated it into its domestic law and
policies. State B is not a participating State. However, in a public
written statement, the president and head of government of State B
had expressly pledged that State B would comply with the WA and
the related documents. Moreover, the statement calls on other
States to hold State B accountable for its pledge. Following the
announcement, State B aligned its laws and export control policies
with the WA and the related documents.

Examples

= The Hacking Team Hack (2015)
= Ethiopian surveillance of journalists abroad (2017)

= Pegasus Project revelations (2021)

Legal analysis

For a general overview of the structure of analysis in this section, see
Note on the structure of articles.

[L1] The legal analysis in this scenario first considers which relevant
conduct is attributable to the States concerned. Then in examines
whether that conduct amounts to a breach of international
obligations incumbent on those States.

Attribution



State organs and persons and  [Collapse]
entities in exercise of governmental
authority

The following types of conduct of State
organs and persons and entities in

exercise of governmental authority are

Q attributable to a State:

C ) 1. The conduct of any of the organs of
that State, "whether the organ
exercises legislative, executive, judicial
or any other functions, whatever

position it holds in the organization of the State, and whatever its
character as an organ of the central Government or of a territorial unit of

the State";[!]

2. The conduct of an organ of another State placed at the disposal of
the State in question, if "the organ is acting in the exercise of elements

of the governmental authority" of the latter State;!2]

3. The conduct of "a person or entity which is not an organ of the State
[...] but which is empowered by the law of that State to exercise
elements of the governmental authority, [...] provided the person or

entity is acting in that capacity in the particular instance."[3]

Such conduct is attributable to the State even if the organ,
person or entity acting in that capacity "exceeds its authority or
contravenes instructions" (acts ultra vires).[4]

[L2] Incident 1 (licensing the export of the surveillance tools): State
A’s and State B’s export control agencies approved and licensed
each export. They are State organs of States A and B, respectively.
Therefore, issuing the export licences can be attributed to States A
and B.

[L3] Incident 3 (use of tools against human rights activists and
opposition): State organs of State C used the intrusion tool
domestically against human rights defenders, lawyers, journalists,
activists, opposition politicians, and dissidents. Thus, the use of the
tool can be attributed to State C.

[L4] By contrast, State C’s use of the tool cannot be attributed to
States A and B as their own conduct, as it was not carried out by
their State organs. However, it is debatable whether States A and B



may have aided and assisted importing State C by granting the
export licences, to which the analysis now turns.

Responsibility of a State for the [Collapse]
conduct of another State

A joint or collective wrongful act
may result in a plurality of responsible
States.[%] According to the principle of
independent responsibility, each State
is responsible for its own
internationally wrongful conduct.[€]
However, a State may also be
responsible for a wrongful act of
another State if it is implicated in the
conduct of the latter. International law recognizes several forms of derived

international responsibility:m

= Aid or assistance with a view to assisting in the commission of a

wrongful act by another State;!€!

= Direction or control over the commission of an internationally wrongful

act of another State;[°]

= Coercion of another State into the commission of an internationally

wrongful act.19]

These forms of implication have in common that the specific
nature of the relationship between the State that is the actual
author of the unlawful act and the implicated State causes the

incurrence of responsibility of the latter.[11]

The assisting State will typically not be responsible for the
assisted wrongful act'2 but for a distinct wrongful act — i.e., for
deliberately assisting another State in breaching an
international obligation by which they are both bound.[13] |n
contrast, the exercise of direction and control or coercion by
one State over the commission of an internationally wrongful
act by another incurs responsibility for the act itselfl!4] towards
the injured State.['® The coerced State might benefit from
force majeure if the requirements are met.l'8 In that case, it
would be solely the State exerting coercion that would bear
responsibility.l17]



[L5] There is no indication that State A’s or State B’s export control
agency, or any other organ of those States, knew how State C would
use the tool when they issued the export licences. Moreover, there is
no indication that the export control agencies did so with a view to
assisting other States in the commission of a wrongful act by using
the tool. Constructive knowledge (“should have known”) on State
A’s or State B’s side does not suffice to hold those States

responsible for aiding and assisting.[18!

Non-State actors [Collapse]

Activities of non-State actors (groups
and individuals) are generally not

attributable to States. However, such
conduct can be attributable to a State

‘ in particular if the actor is:

1. "in fact acting on the instructions of,
or under the direction or control of, that

State in carrying out the conduct";[1®]

2. "in fact exercising elements of the governmental authority in the
absence or default of the official authorities and in circumstances such

as to call for the exercise of those elements of authority“;[20]

3. "an insurrectional movement which becomes the new Government of

a State";[21] or

4. "a movement, insurrectional or other, which succeeds in establishing
a new State in part of the territory of a pre-existing State or in a territory

under its administration".[22]

Additionally,

1.

5. the conduct of a non-State actor is attributable to a State "if and to

the extent that the State acknowledges and adopts the conduct in

question as its own".123]

[L6] Incident 2 (sale of the tools by the companies): Under certain
circumstances, the conduct of non-State actors is attributable to
States. Thus, the question arises whether the actual transfer of the
tools and related items by the private companies to State C is
attributable to States A and B.



[L7] Although each export required a prior licence by States A and B,
respectively, that does not suffice to bring the respective companies
under the direction or control of the licensing States.[24] Instead, it
must be considered whether the companies acted with the
authorization of their respective States in the sense of Article 5
ARSIWA. Article 5 ARSIWA applies to the authorization of the
exercise of governmental authority by non-State actors.[25] The
export licensing, which is an exercise of governmental authority, was
done by the organs of States A and B and not by the private
companies. The latter engaged only in sale and transfer, which is not
an exercise of governmental authority. Moreover, the companies
were not acting in the name or on behalf of their States of
incorporation. Hence, the companies’ sale and transfer of the tools
are not attributable to State A or State B.

Breach of international obligation

Export control obligations of State A



International export control law [Collapse]

International export control law has
three main pillars: binding international
arms treaties, 261 UN Security Council
resolutions, and non-binding
multilateral export control regimes.[27]
Among these, only the Wassenaar

Arrangement (WA) deals with cyber

tools.

The WA is a non-binding export control regime with 42
participating States as of 2022,[28] many of which have a
significant cyber technology sector. Moreover, some non-
participating States align their export control legislation and

policies — partially or wholly — with the WA.[29]

The WA's primary goal is “to contribute to regional and
international security and stability, by promoting transparency
and greater responsibility in transfers of conventional arms and
dual-use goods and technologies, thus preventing destabilising
accumulations.”l3% To this end, the participating States should
apply export controls to every item on the WA's Dual-Use or
Munitions List.[3!] Both lists have been amended to include
specific cyber tools and related items to prevent destabilizing
accumulations of these items, thereby contributing to security
and stability in cyber space.[32]

The Munitions List designates “‘Software’ specially designed or
modified for the conduct of military offensive cyber
operations”[33] as a controlled item.[3%] Furthermore, the list
covers the technology related to such software.[3°]

The Dual-Use List deals with cyber intrusion tools. However,
the WA does not place intrusion tools themselves on the Dual-
Use List but only items related to intrusion tools.[38] Whereas
an “intrusion tool” means the actual “intruding” software that is
installed on the target device, related items are “systems,
equipment, and components” or “software’ specially designed
or modified for the generation, command and control, or

delivery of ‘intrusion software™.137]

Moreover, States agreed to follow certain best practices to
control the transfer of said cyber items irrespective of their
means of transfer, thus, including their intangible transfer such
as via e-mail or the cloud.[38]



Consequently, participating States should require a prior export
licence for each export of a cyber tool or related items covered
by the WA. In the licensing process, the export control agency
should examine whether the transfer of such cyber items
would contribute to destabilizing accumulations. There is no
clear definition within the WA and no consensus among the
participating States on what constitutes “destabilizing
accumulations”. Nevertheless, the regime includes best
practices setting out relevant elements States should consider
in their assessment, at least with respect to weapons.[39]
Human rights concerns are included among the elements to
consider.[*9 However, the final licensing decision always
remains within the sole discretion of each participating
State.[4"]

[L8] Since the WA is non-binding, non-compliance by a participating
State does not constitute a breach of an international obligation.
Thus, State A did not breach any international law obligation in this

respect.

Export control obligations of State B

[L9] State B might have breached its international export control
obligations. Although State B is not a participating State in the WA, it
has declared to follow the WA unilaterally. Therefore, the question
arises whether the WA’s requirements have become binding on
State B by means of its unilateral declaration.



Legally binding unilateral [Collapse]
declarations of States

Under certain circumstances, a

unilateral declaration of a State may

give rise to legally binding obligations

onto the declaring State.l42] The

binding character of such a declaration
is based on the principle of good

faith.[43]

States regularly resort to
unilateral declarations in the
cyber context, including declarations on the possible content of
confidence-building measures for cyber space,[44] declarations
of disapproval regarding specific cyber behaviour by other

States, !4l declarations regarding the attribution of specific
cyber attacks, and national position papers on cyber space.
[46] |t is, however, doubtful that these declarations fulfil the
criteria for binding unilateral declarations.

For a unilateral declaration to be legally binding, the following
criteria must be met:

1. The declaration must be made publicly.[*”] It may be expressed either
in oral or written form.[48] The declaration may be addressed to a
specific subject of international law, i.e., a State, or to the international

community as a whole.[49]

2. The declaration must express the will of the declaring State to be
bound by the declaration.[2% To determine whether a declaration is
binding, its content, all the factual circumstances in which it was made,

and the reactions to which it gave rise must be considered.[®1]

3. The declaring state organ must be authorized to make the according
declaration,[®Zlas is presumed for heads of State, heads of

Government, and ministers for foreign affairs.[23]

4. The content of the declaration must be sufficiently clear and
specific.[54] The obligations themselves must be interpreted primarily
considering the text together with the context and the circumstances in
which it was formulated.[®9] In case of doubt, a restrictive interpretation

should be chosen.[58]



[L10] Firstly, State B’s declaration must meet the criteria of a binding
unilateral declaration. State B made the unilateral declaration
publicly and addressed it to the international community as a whole.
It was made by the president and head of government of State B.
Moreover, it expressly stated that State B would comply with the WA,
and that other States may hold State B accountable. Thus, the
phrasing of the unilateral declaration expresses the will of State B to
be bound by its declaration. Therefore, the unilateral declaration can
be considered binding.

[L11] Secondly, the binding content of the declaration must be
determined. The declaration transforms the non-binding
requirements of the WA into binding international law obligations for
state B.[57] Consequently, State B is, among other duties, obliged to
establish export controls for the items listed on the WA’s lists, probe
whether a licence needs to be denied to prevent destabilizing
accumulations, and follow the relevant best practices.

[L12] Thirdly, State B must have breached one of the obligations just
set out. Intrusion tools themselves are not among the items listed,
but exports of items related to the intrusion tools are and, therefore,

must be controlled by State B.[58] Accordingly, State B’s export
control legislation required a prior licence for each export of such
items. In fact, State B licensed each export of the tools and related
items by its companies. Furthermore, there is no indication that its
export control system was not in compliance with the best practices
of the WA regarding transfers of intangible items.

[L13] Finally, State B was obliged to consider for each export licence
application whether the export would contribute to destabilizing
accumulations and, on that basis, would not be eligible for an export
licence. However, this decision always remains within the sole
discretion of State B.[5°! By issuing the export licences, State B
apparently concluded that the exports would not contribute to
destabilizing accumulations. Thus, even as the WA’s requirements
have become binding on State B through its unilateral declaration,
State B did not breach any of these international law obligations.

Human rights obligations of State C



International human rights law  [Collapse]

International human rights law applies in cyberspace; individuals enjoy the
same human rights online as they enjoy offline.[89] States are therefore
bound by their human rights obligations to both respect and ensure human
rights in cyberspace. States also bear international responsibility for the

violation of human rights obligations that are attributable to them.[8]

The source of these obligations is primarily treaty law. The two
key global treaties are the International Covenant on Civil and
Political Rights (ICCPR) and the
International  Covenant  on
Economic, Social and Cultural

Rights (ICESCR);[®21 many of

| | these treaties’ provisions, along

H with the provisions of the
1T

Universal Declaration of Human
Rights, are regarded as
reflective of customary
international human rights law,
even though there is no
universally accepted
codification. Apart from the ICCPR and ICESCR, there exist
important regional human rights treaty systems, especially for
Europe (European Convention on Human Rights — ECHR)[63],
the European Union (Charter of Fundamental Rights of the
European Union — EUCFR),%4 and America (American
Convention on Human Rights — ACHR)[65], which provide for
adjudicatory mechanisms by which individuals can assert their
human rights against States and which have generated a
considerable amount of case-law as a result.

In order to determine whether a State has breached its human
rights obligations, the following steps of analysis should be
conducted:

1. Since cyber operations often take place in the cyber infrastructure of
multiple States, the issue of jurisdiction must be addressed. Each
human rights treaty has its own bespoke jurisdictional requirements and
scope. In this regard, every State party to the ICCPR has undertaken
“to respect and to ensure to all individuals within its territory and
subject to its jurisdiction the rights recognized in the [ICCPR]".[6¢]
The UN Human Rights Committee has understood this provision to
mean that the human rights obligations recognized within the ICCPR
apply not only to persons physically located within a State’s territory, but
also to situations where the State exercises “power or effective control”

either over the territory on which an individual is located (the spatial



model of jurisdiction) or over the individual (the personal model of
jurisdiction).[8”] The International Court of Justice (ICJ) has gone even
further by stating that the ICCPR *“is applicable in respect of acts done
by a State in the exercise of its jurisdiction outside its own territory”.[68]
A few States (such as the US and Israel) have adopted the contrary
view and maintain that human rights obligations do not apply
extraterritorially. To date, however, these States remain in the
minority.[89 As such, although the exact criteria for the applicability of
human rights obligations to extraterritorial activities of States are not
settled and are subject to ongoing academic and political debate [7% the
prevailing opinion at present is that human rights obligations do apply to

some acts of a State outside its territory.

2. If an international human rights regime is applicable, the second
question is whether a cyber operation attributable to a State constitutes
an interference with a particular human right. The human rights that
are often implicated by cyber operations include the right to privacyl’]

and the right to freedom of opinion and expression.[72]

3. Not every State interference with a human right is also a violation of
international human rights law. For an interference to be legal, it must

be justified, namely:

a. in accordance with an accessible and foreseeable domestic law
(“legality”),
b. pursuing a legitimate objective of public interest (such as

national security, public order, public health, or morals) or for the

protection of rights of others,
C. hecessary to achieve that objective, and

d. proportionate in balancing the means and the end.[”3]

Apart from the responsibility for human rights violations
attributed to it, a State can also be held responsible for its
failure to take all reasonable measures to protect the human
rights of individuals in its territory and subject to its jurisdiction
(for instance, if it unlawfully allows non-State actors to violate
human rights).[74]

Publicly available national positions that address this issue
include: (2020), I*I (2022), h (2020), === (2021),
mf== (2020), I I (2021), @ (2222, (2021), ﬁ
Coxt) = (1) Kl o) B2 oo B

- ’ Tzl ’ ’
(2016), = (2021).




[L14] State C’s law enforcement and security agencies used the tool
domestically against human rights defenders, lawyers, journalists,
activists, opposition politicians, and dissidents. By intruding into
their devices, accessing their data, and monitoring them, State C
interfered with their right to privacy and freedom of opinion and
expression.[”®! Whereas any interference can, in theory, be justified,
it is doubtful that the conduct of State C satisfied the necessity and
proportionality requirements under the given circumstances.[”€lThis
is particularly the case taking into account the broad range of
categories of people who were subjected to these measures and the
apparent absence of any safeguards against abuses of the
intercepted information.l”7]

Human rights obligations of State A and B

[L15] States A and B issued export licences to the respective
companies for the export of the intrusion tools and related items to
State C. The “action” of issuing an export licence did not breach any
negative human rights obligations. Only State C’s conduct did, which
is not attributable to States A and B (see section 2.1 above).

[L16] However, the conduct of a State leading to an internationally
wrongful act can consist of an action or an omission.[”8IA failure of
States A and B to comply with their positive human rights obligations
would be a relevant omission. !

[L17] Part of the positive human rights obligations is arguably the
due diligence obligation to not knowingly allow acts contrary to
international human rights, whereby constructive knowledge
suffices. It is, thus, similar to the due diligence obligation in general
international law as employed in the cyber context.[80]Therefore, the
same cumulative elements should be applied, however, only with
respect to individuals’ human rights. Consequently, States A and B
would potentially violate their human rights due diligence obligation if
they did not put in place a sufficient export control framework,
although they knew or should have known of the general risk to
human rights associated with the export of such tools; or if they
issued export licences, although they knew or should have known
that State C would use the tools in breach of its human rights
obligations.

[L18] However, it is debatable whether human rights due diligence
obligations are exclusively applicable if an individual is in a State’s
territory and subject to its jurisdiction; and, if so, whether
“jurisdiction” can be construed to include situations of extraterritorial
harm. Either way, it can be argued that extraterritorial human rights

due diligence obligations exist.[81]

[L19] In any case, States A and B did not breach their human rights
due diligence obligations. There is no indication that States A or B
were aware of any human rights violations perpetrated by State C at
the time of issuing the licences. Furthermore, there is no indication
that they should have known of such violations. States A and B had



incorporated the WA into their domestic law and policies.
Consequently, their export control agencies had to assess an
importing State’s human rights record in the licensing process as

part of preventing destabilizing accumulations.[82lThere is no
indication that the agencies failed to do so sufficiently in the present
case. On the contrary, they immediately revoked all licences after
becoming aware of the relevant facts. Therefore, States A and B did
not breach their human rights due diligence obligations.

Checklist

= Attribution:

= |s the “export control agency” a State organ?

= Did the State aid or assist another State’s internationally
wrongful act, such as human rights violations, by licensing
an export of a cyber tool?

= What kind of conduct by private companies, thus, non-state
actors, can be attributed to States?

= |nternational export control law:

= |s the State a participating State in the Wassenaar
Arrangement (WA)?

= |s the item in question listed either on the Dual-Use List or
the Munitions List of the WA?

= [f the item is listed, did the State apply export controls?

= What is the consequence of being in non-compliance with
the non-binding WA?

= Did the State declare to follow the WA unilaterally?

= |s the declaration legally binding or merely political?

= |nternational human rights law and Due diligence:

= Does the State have an obligation not to knowingly allow
companies situated in its territory to export malicious cyber
tools to a State that will use the tool for internationally
wrongful acts, such as human rights violations?

= |s the importing State violating the international human rights
of individuals in its territory or abroad using the tools?

= Did the exporting State have actual or constructive
knowledge that the importing State would use the intrusion



tool contrary to the rights of and resulting in serious adverse
consequences for the human rights of individuals?

= Did the exporting State take all feasible measures to prevent
misuse of the intrusion tool?

Appendixes

See also

= Scenario 07: Leak of State-developed hacking tools

= Scenario 11: Sale of surveillance tools in defiance of

international sanctions
= Due diligence
= Attribution
= Breach of an international obligation
= Due diligence
= \oluntary, non-binding norms of responsible state behavior
= Peacetime cyber espionage

= |nternational human rights law
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